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Core Capabilities
Android (local) scan: full inspection of installed apps, active permissions (mic,
camera, location, accessibility, admin), system files, running processes, and

resource use.
iOS (sysdiagnose) scan: automatic import and analysis of iPhone sysdiagnose;

log parsing, telemetry, behavior diff, and timeline rebuild.
Traffic capture: packet‑level capture over Wi‑Fi monitor mode or via tethered

cable; review of outbound traffic, DNS, C2 signals, and suspicious
communications.

AI‑powered analysis: on‑device engine rates risk, flags behavior, and suggests
fixes. Fully offline for privacy.

Fast operation: quick first pass in minutes; deeper dives as data requires.
Professional reports: PDF plus JSON/CSV export, event timeline, grouped

evidence, and clear actions.
Field‑ready: compact, battery powered, USB‑C for power and data transfer.

UI options: touchscreen dark theme, CLI for forensic workflows, and demo mode
for talks.

Data protection: AES‑256 encrypted storage, passphrase‑protected key, secure
cleaning of temporary reports.

OPTIONAL: Remote Scan System for iOS and Android devices.


