¥ Passware

Passware Kit Device
Decryption Add-on

Passware Kit Device Decryption Add-on is an advanced
forensic tool that allows users to unlock, decrypt, and
recover passwords or recovery keys for: Western Digital My
Passport and My Book, Transcend, Seagate and LaCie
disks, Lenovo ThinkPads, BitLocker-encrypted devices
with TPM, and Macs with Apple T2 Security Chips.

Note: the Add-on is available for law enforcement and other types of
government organizations and private companies with justifiable business
needs, such as forensic firms or corporate investigation teams.

Hardware Decryption in Minutes

& T2 Macs with Apple T2 Security Chips

Recovers passwords for all Macs with Apple T2 Security
Chips and decrypts APFS images. As the brute-force attack
Is performed on the Apple T2 Chip of the target Mac, the
average password recovery speed is 10-20 passwords per
second.

Requirements
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Supported Apple Devices

e MacBook Pro 2018-2020

e iMac Pro/Retina 5K 2019-2020
e Mac mini 2018

o« MacBook Air Retina 2018-2020
 iMac (Retina 5K, 27-inch, 2020)
e IMac Pro

e The latest version of Passware Kit Ultimate or Passware Kit Forensic for Windows or Mac
o Image of the target Mac (can be acquired in “Target Disk Mode” using any forensic tool)
o Target Mac connected using a USB-C/Thunderbolt cable during the password recovery process

A < Tools  Help - O X

Seagate/LaCie HDD

YOU WILL NEED THE FOLLOWING:
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An external programmer to
patch and restore the firmware

Step-by-step Guide

=

A password-protected Seagate
or LaCie HDD (2018-2022)

USB to UART adapter

v Download

Select action ® Start with a new disk

Patch firmware and recover the original password

Continue with the prepared disk
I have already written the firmware patched by Pas

Jump to password recovery
I have the Seagate/LaCie digest file created by Passware Kit

Browse...

Project folder Click to choose or drag file here

~10 MB required

Sales contact

Phone: +1(844) 727-7927
E-mail: sales@passware.com

Passware, Inc.

800 West El Camino Real, Suite 180
Mountain View, CA 94040, USA
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« Mac Pro (2019)

e Mac Pro (Rack, 2019)

e Mac mini (2018)

e MacBook Air (Retina, 13-inch, 2020)
e MacBook Air (Retina, 13-inch, 2019)
o MacBook Air (Retina, 13-inch, 2018)

Supported macOS Versions

e Tahoe e Big Sur
e Seguoia e Catalina
e Sonoma e Mojave
e Ventura

 Monterey

Seagate and LaCie Disks

Recovers passwords for Seagate and LaCie hard disk drives. The
average speed is 6,500 passwords per second on NVIDIA RTX 4070 Ti.

Supported Devices

e All models of 2018—2022 production years

Regardless of

e Admin or user accounts

Tallinn, Estonia, 11911

“Passware” and Passware logo are trademarks of Passware. All other names mentioned are trademarks, registered trademarks or

service marks of their respective owners. Rev. 20260723
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Western Digital HDD

YOU WILL NEED THE FOLLOWING:
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A password-protected
Western Digital HDD.
Supported models: My
Passport Series 2014-2023.

An external programmer to
extract the original HDD
firmware and install the
patched one back to the
protected WD HDD.

J, Download

Select action e Start with an unprepared disk

Continue with the previously prepared disk

Project folder Click to choose or drag file here

=12 MB required

Step-by-step Guide

After the target WD disk has
been prepared by P

backup or remounted.

BitLocker-encrypted Devices

aaaaaaa

Decrypts TPM-protected BitLocker devices in just minutes by
acquiring the VMK using data stored in the TPM chip.

Benefits

o Broad device compatibility

o Easy to use — only one USB stick required

e Recovers BitLocker PIN if heeded

Requirements

o Boots to the Windows login screen
e X64 system

e USB boot enabled in BIOS

&
Transcend SSD

U,

Transcend ESD330C

Complexity Instant unprotection

Rome2024

Extracted image E:)test330512 ) userdata.bin

Extracted image 10e0e48b2c561286111b76775babé2725
MD5

Click "Done" to reinstall the original drivers. Then you can safely disconnect the disk.

Sales contact

Phone: +1 (844) 727-7927
E-mail: sales@passware.com

Passware, Inc.

800 West El Camino Real, Suite 180
Mountain View, CA 94040, USA
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m Western Digital Disks

Unlocks or decrypts WD My Book and My Passport HDD and recovers
their original protection passwords. Password recovery for WD disks
can be accelerated on GPU reaching the speed of 7,600,000
passwords per second on NVIDIA GeForce RTX 4070 Ti. The disk can
be disconnected during the password recovery process.

Supported Devices
e My Book 2021-2024 4TB/6TB

o My Passport 2014-2024 with built-in 256-bit AES hardware
encryption

Lenovo ThinkPads and computers with AMD Zen CPU

Decrypts BitLocker-encrypted Lenovo ThinkPads with TPM 2.0 and
desktop computers with AMD Zen/Zen+ CPUs protected with BitLocker
and fTPM. It acquires the BitLocker VMK, allowing users to decrypt the
volume and retrieve the Recovery key.

Supported Devices

e Lenovo ThinkPad E, L, X, P, T (2016-2020) with BitLocker TPM 2.0

o AMD processor families: Summit Ridge, Whitehaven, Colfax, Pinnacle
Ridge with fTPM

Regardless of

 Windows OS, Windows account passwords, Windows Hello
protection

o Tamper protection: for Lenovo ThinkPads

o BitLocker PIN: for AMD-based computers, PIN recovery is possible
before decryption

Transcend SSDs

O

Instantly recovers passwords and creates images of the unlocked
Transcend Portable SSDs.

Supported Devices
e Models 2022-2025 with the SM2320 controller

Regardless of

o Password complexity

Requirements

e The device is in working condition
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