
Passware Kit Device 
Decryption Add-on
Passware Kit Device Decryption Add-on is an advanced 
forensic tool that allows users to unlock, decrypt, and 
recover passwords or recovery keys for: Western Digital My 
Passport and My Book, Transcend, Seagate and LaCie 
disks, Lenovo ThinkPads, BitLocker-encrypted devices 
with TPM, and Macs with Apple T2 Security Chips.

Note: the Add-on is available for law enforcement and other types of 
government organizations and private companies with justifiable business 
needs, such as forensic firms or corporate investigation teams.

Hardware Decryption in Minutes

Macs with Apple T2 Security Chips

Recovers passwords for all Macs with Apple T2 Security 
Chips and decrypts APFS images. As the brute-force attack 
is performed on the Apple T2 Chip of the target Mac, the 
average password recovery speed is 10–20 passwords per 
second.

Supported Apple Devices

MacBook Pro 2 018-2020

iMac Pro/Retina 5K 2019-2020

Mac mini 2018

MacBook Air Retina 2018-2020

iMac (Retina 5K, 27-inch, 2020)


iMac Pro

Mac Pro (2019)


Mac Pro (Rack, 2019)

Mac mini (2018)


MacBook Air (Retina, 13-inch, 2020)


MacBook Air (Retina, 13-inch, 2019)


MacBook Air (Retina, 13-inch, 2018)

Requirements

The latest version of Passware Kit Ultimate or Passware Kit Forensic for Windows or Mac

Image of the target Mac (can be acquired in “Target Disk Mode”  using any forensic tool)�

Target Mac connected using a USB-C/Thunderbolt cable during the password recovery process

Supported macOS Versions

Taho e

Sequoia

Sonoma

Ventura

Monterey

Big Su r

Catalina

Mojave

Seagate and LaCie Disks

Recovers passwords for Seagate and LaCie hard disk drives. The 
average speed is 6,500 passwords per second on NVIDIA RTX 4070 Ti.

Supported Devices

All models of 2 018—2022 production years

Regardless of

Admin or user accounts
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Western Digital Disks

Unlocks or decrypts WD My Book and My Passport HDD and recovers 
their original protection passwords. Password recovery for WD disks 
can be accelerated on GPU reaching the speed of 7,600,000 
passwords per second on NVIDIA GeForce RTX 4070 Ti. The disk can 
be disconnected during the password recovery process.

Supported Devices

My Book 2021–2024 4TB/6TB

My Passport 2014–2024 with built-in 256-bit AES hardware 
encryption

Decrypts TPM-protected BitLocker devices in just minutes by 
acquiring the VMK using data stored in the TPM chip. 

Benefits

Broad device compatibility

Easy to use — only one USB stick required

Recovers BitLocker PIN if needed

Requirements

Boots to the Windows login screen

x 64 system

USB boot enabled in BI OS

BitLocker-encrypted Devices Lenovo ThinkPads and computers with AMD Zen CPU
Decrypts BitLocker-encrypted Lenovo ThinkPads with TPM 2.0 and 
desktop computers with AMD Zen/Zen+ CPUs protected with BitLocker 
and fTPM. It acquires the BitLocker VMK, allowing users to decrypt the 
volume and retrieve the Recovery key.

Supported Devices

Lenovo ThinkPad E, L, X, P, T (2016-2020) with BitLocker TPM 2.0

AMD processor families : Summit Ridge, Whitehaven, Colfax, Pinnacle 
Ridge with fTPM

Regardless of

Windows OS, Windows account passwords, Windows Hello 
protection

Tamper protection: for Lenovo ThinkPads

BitLocker PIN: for AMD-based computers, PIN recovery is possible 
before decryption

Transcend SSDs

Instantly recovers passwords and creates images of the unlocked 
Transcend Portable SSDs.

Supported Devices

Models 2022–2025 with the SM2 320 controller

Regardless of

Password comple xity

Requirements

The device is in working condition
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